htaccess
#t
# @version $ld: htaccess.txt 10492 2008-07-02 06:38:28Z ircmaxell $
# @package Joomla
# @copyright Copyright (C) 2005 - 2008 Open Source Matters. All rights reserved.
# @license http://www.gnu.org/copyleft/gpl.ntml GNU/GPL
# Joomla! is Free Software
#t

HHUHH R AR R R AR AR R R AR AR R R

# READ THIS COMPLETELY IF YOU CHOOSE TO USE THIS FILE

#

# The line just below this section: 'Options +FollowSymLinks' may cause problems

# with some server configurations. It is required for use of mod_rewrite, but may already
# be set by your server administrator in a way that dissallows changing it in

# your .htaccess file. If using it causes your server to error out, comment it out (add # to
# beginning of line), reload your site in your browser and test your sef url's. If they work,
# it has been set by your server administrator and you do not need it set here.

#

HHUHH R AR R R AR AR R R AR AR R R

SetEnv REGISTER_GLOBALS 0
SetEnv ZEND_OPTIMIZER 1
SetEnv MAGIC_QUOTES 0
SetEnv PHP_VER 5

## Can be commented out if causes errors, see notes above.
Options +FollowSymLinks

#
# mod_rewrite in use

RewriteEngine On
RewriteCond %{HTTP_HOST} "“www.
RewriteRule ~(.*)$ http://mww.%{HTTP_HOST}/$1 [R=301,L]

#HH#HHHHHH## Begin - Rewrite rules to block out some common exploits

## If you experience problems on your site block out the operations listed below
## This attempts to block the most common type of exploit "attempts™ to Joomla!
#

# Block out any script trying to set a mosConfig value through the URL
RewriteCond %{QUERY_STRING} mosConfig_[a-zA-Z_]{1,21}(=|\%3D) [OR]

# Block out any script trying to base64_encode crap to send via URL
RewriteCond %{QUERY_STRING} base64 encode.*\(.*\) [OR]

# Block out any script that includes a <script> tag in URL

RewriteCond %{QUERY_STRING} (\<|%3C).*script.*(\>|%3E) [NC,OR]
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# Block out any script trying to set a PHP GLOBALS variable via URL
RewriteCond %{QUERY_STRING} GLOBALS(=|\[|\%][0-9A-Z]{0,2}) [OR]
# Block out any script trying to modify a _REQUEST variable via URL
RewriteCond %{QUERY_STRING} _REQUEST(=|\[|\%[0-9A-Z]{0,2})
# Send all blocked request to homepage with 403 Forbidden error!
RewriteRule ~(.*)$ index.php [F.L]
#
#HHH#HE#H## End - Rewrite rules to block out some common exploits

# Uncomment following line if your webserver's URL
# is not directly related to physical file paths.
# Update Your Joomla! Directory (just / for root)

# RewriteBase /

#HH#HHHH### Begin - Joomla! core SEF Section

#

RewriteCond %{REQUEST_FILENAME} !-f

RewriteCond %{REQUEST_FILENAME} !-d

RewriteCond %{REQUEST_URI} "/index.php

RewriteCond %{REQUEST_URI} (/|\.php|\.ntmlI|\.htm|\.feed|\.pdf|\.raw|/[*.]*)$ [NC]
RewriteRule (.*) index.php

RewriteRule .* - [E=HTTP_AUTHORIZATION:%{HTTP:Authorization},L]

#

#H#HHHHH### End - Joomla! core SEF Section

<IfModule mod_headers.c>
# Mise en cache des images et autres fichier statiques pour un mois
<FilesMatch ".(ico|jpe?g|png|gif|swf|flv|css|js|gz|pdf)$">
Header set Cache-Control "max-age=2592000"
</FilesMatch>

# Mise en cache du html et xml pour 12 heures
<filesMatch ".(html|htm|xml)$">

Header set Cache-Control "max-age=43200"
</filesMatch>

# Désactive la mise en cache pour les fichier PHP et CGI
<FilesMatch ".(php|cgi)$">
Header unset Cache-Control
</FilesMatch>
</IfModule>

# Compression
# Activer le filtre

SetOutputFilter DEFLATE
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# Certains navigateurs ont des problemes avec gzip, c'est pourquoi nous faisons des
exceptions

BrowserMatch *Mozilla/4 gzip-only-text/html

BrowserMatch *Mozilla/4\.0[678] no-gzip

BrowserMatch \bMSIE !no-gzip !gzip-only-text/html

# Les images n'ont pas besoin d'étres compressées puisqu'elles le sont déja (jpg, gif...)
SetEnvifNoCase Request_URI \.(?:gif|jpe?g|png)$ no-gzip dont-vary

# Pour les proxy

Header append Vary User-Agent env=!dont-vary
#Désactivation des Etag

Header unset ETag
FileETag None
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